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1. Equality

1.1 SHINE Multi Academy Trust (SHINE) and its academies are committed to promoting equal
opportunities and all stakeholders? will receive equal treatment regardless of age, disability,
gender reassignment, marital or civil partner status, pregnancy or maternity, race, colour,
nationality, ethnic or national origin, religion or belief, sex or sexual orientation (protected

characteristics).

2. Introduction

2.1 Online safety encompasses Internet technologies and electronic communications. It highlights
the need to educate pupils about the benefits and risks of using technology and provides
safeguards and awareness for users to enable them to control their online experience. Computing
covers a wide range of resources including web-based and mobile learning. It is also important to
recognise the constant and fast paced evolution of computing within our society as a whole.
Currently the Internet technologies children and young people are using both inside and outside of

the classroom include:
e Internet — World Wide Web
e e-mall
e instant messaging (such as Instant Messenger)
e web based voice and video calling (for example, Skype)
e online chat rooms
e online discussion forums
e social networking sites (such as Facebook)
e blogs and Micro-blogs (for example, Twitter)
e podcasting (radio/audio broadcasts downloaded to computer or MP3/4 player

¢ video broadcasting sites (such as You Tube)

1 SHINE defines stakeholders as anyone who is invested in the welfare and success of SHINE and its pupils, including
premises staff, administrators, teachers, support staff, pupils, parents/carers, families, community members,

businesses, and elected officials such as school board members, city councillors, and state representatives.
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¢ music and video downloading (for example, iTunes)

e mobile phones with camera and video functionality

3. Roles and responsibilities

3.1 As online safety is an important aspect of strategic leadership within the school, the
headteacher and governors have ultimate responsibility to ensure that the policy and practices are

embedded and monitored.

3.2 The named online safety leader in our school is the headteacher?. It is the role of the online
safety leader to keep abreast of current issues and guidance.

3.2 All staff are responsible for promoting and supporting safe behaviours in their classrooms and

following school online safety procedures.

3.3 Pupils are expected to take an active part in lessons and activities to support their
understanding and confidence in dealing with online safety issues, both at home and school.

3.4 Parents are given information about online safety through the school website and newsletters

and are asked to support the school with online safety at home.

4. Teaching and learning

4.1 The purpose of Internet use in school is to raise educational standards, promote pupil
achievement, support the professional work of staff and enhance the school’s management
functions. Internet use is part of the statutory curriculum and a necessary tool for learning. The
Internet is a part of everyday life for education, business and social interaction. The school has a
duty to provide pupils with quality Internet access as part of their learning experience. Pupils use
the Internet widely outside school and need to learn how to evaluate Internet information and to

take care of their own safety and security.
4.2 Internet use benefits education by providing:

e access to world-wide educational resources including museums and art galleries

educational and cultural exchanges between pupils world-wide
e professional development for staff through access to national developments, educational

materials and effective curriculum practice

2 Mrs A Smedley is the headteacher with responsibility for online safety
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e collaboration across networks of schools, support services and professional associations

e improved access to technical support including remote management of networks and

automatic system updates

e access to learning wherever and whenever convenient

4.3 Pupils will be taught what internet use is acceptable and what is not and given clear objectives
for Internet use. They will be educated in the effective use of the Internet in research, including the
skills of knowledge location, retrieval and evaluation. Ironville and Codnor Park Primary school
will ensure that the copying and subsequent use of Internet derived materials by staff and pupils
complies with copyright law. The school will provide opportunities within a range of curriculum
areas to teach online safety. Educating pupils on the dangers of technologies that may be
encountered outside school is done informally when opportunities arise and as part of the online

safety curriculum.

4.4 The school will ensure that the use of Internet derived materials by staff and pupils complies
with copyright law. Pupils should be taught to be critically aware of the materials they read and
shown how to validate information before accepting its accuracy.

5. Managing Internet access

5.1 Information systems security will be maintained by
e virus protection being updated regularly
e the security of the school information systems and users will be reviewed regularly
e the school Internet access will be designed to enhance and extend education

5.2 Pupils may only use approved e-mail accounts. They must immediately tell a teacher if they
receive offensive e-mail. Pupils must not reveal personal details of themselves or others in email

communication or arrange to meet anyone without specific permission from an adult.
5.3 Staff should not use personal email accounts during school hours or for professional purposes.

5.4 The contact details on the website should be the school address, email and telephone number.
Staff or pupils’ personal information must not be published. The website should comply with the
school’s guidelines for publications including respect for intellectual property rights and copyright.
Pupils’ full names are not to be used anywhere on the website without written permission of the

parent/carer. Full names will not appear with photographs.
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5.5 Images that include pupils will be selected carefully and will not provide material that could be

reused.

5.6 Written permission from parents or carers will be obtained before images of pupils are
electronically published.

5.7 Pupils work can only be published with their permission or their parents/carers.

5.8 The school will block/filter access to social networking sites. Pupils will be advised never to
give out personal details of any kind which may identify them and/or their location. Examples
would include real name, address, mobile or landline phone numbers, school attended, IM and e-
mail addresses, full names of friends, specific interests and clubs etc. The school will block / filter
access to social networking sites. Newsgroups will be blocked unless a specific use is approved.
Pupils and parents will be advised that the use of social network spaces outside school is
inappropriate for primary aged pupils.

5.9 Staff with have access to the school website, where they will be able to update sections
relating to their class or subject area. The online safety leader will have administration rights to
monitor web pages and users. Staff need to remember that any work that is published on a public
website and attributed to members of our school community will reflect our school, and will

therefore be carefully checked for mistakes, inaccuracies and inappropriate content.

5.10 The online safety leader will be the only person who can access the school ‘Facebook’ page.
This page has been set up using the correct privacy settings to ensure that parents can ‘like’ the
page and where possible not to comment on the posts. The parents will be reminded of this on a
regular basis. The online safety leader will monitor the page weekly to ensure that the school page
hasn’t be comprised as well as ensuring that pupils from the school have not ‘liked’ the pupils due

to being under the Facebook required minimum age.

5.11 The school will work with their appointed Internet Service Provider to ensure systems to
protect pupils are reviewed and improved. The school’s broadband access will include filtering
appropriate to the age and maturity of pupils. All users will be informed that network and Internet
use will be monitored. If staff or pupils discover unsuitable sites, the URL must be reported to the
online safety leader, who will then contact the internet provider. Any material that the school

believes is illegal must be reported to appropriate agencies such as IWF or CEOP.

5.12 Emerging technologies will be examined for educational benefit and a risk assessment will be
carried out before use in school is allowed. The use of portable media such as memory sticks and
CD ROMS will be monitored closely as potential sources of computer virus and inappropriate

material.
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5.13 The Internet is a rich source of free files, applications, software, games and other material
that can be downloaded and installed on a computer. Whilst some of this material may be useful,
much is inappropriate, and may adversely affect the performance and reliability of school

equipment.

5.14 Pupils are not allowed to download any material from the Internet unless directed to do so by

an appropriate staff member.

6. Managing blogs

6.1 To be able to post, children need to log into the blog either using an individual sign in or a
class sign in. The children will have a permission level set as a ‘contributor’. Contributor is the
lowest level that allows a user to post. A contributor can submit a post for review; however, this will
need to be authorised by the admin (usually the class teacher) before it appears on the blog. In
KS1 the children will have a class log in. In KS2 children will be given a unique log in and be told
to keep this private, if a child or parent thinks their log in needs changing, they need to speak to

the named admin. person to sort this out.

6.2 The role of blog admin. which is usually the class teacher is key to ensuring safety for the
children using the blog. The following guidelines should be followed if a successful flowing blog is

to be achieved.

e visit the blog regularly. It is better to visit short and often than catching up once a week.

Bloggers will appreciate comments and posts being approved quickly
e if using a shared computer, log out at the end of each session
e promote the links on the class blog to the parents and the wider community

e a blog can take a while to gather momentum and an audience. Be patient... the audience

will come

e mention the blog in assemblies and have it on display at parents’ evenings or school

events, a blogging culture will soon be established

e make sure each blog looks different in school. This will help keep the interest high for the

children from year to year

e visit other blogs regularly and promote these to your class through links on your blog. What

goes around comes around with blogging and strong loyal communities will form quickly
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6.3 Using a blog safely is the most important thing about being a blogger. Blog rules will be
displayed in classrooms and, if followed, will minimise any risks and will ensure that children will

stay safe whilst blogging.

7. Managing mobile phones and personal devices

7.1 The sending of abusive or inappropriate messages or content via mobile phones or personal
devices is forbidden by any member of the school community and any breaches will be dealt with
as part of the discipline/behaviour policy.

7.2 The use of mobile phones and other personal devices by staff in school is covered in the
acceptable use of IT policy. If a member of staff breaches the acceptable use of IT policy, then
disciplinary action may be taken. Members of staff are advised that personal mobile phones and
devices must be switched off or switched to ‘silent’ mode, Bluetooth communication should be
‘hidden’ or switched off and mobile phones or devices will not be used during teaching periods
unless permission has been given by a member of senior leadership team in emergency
circumstances. Pupils are not allowed to bring personal mobile devices/phones to school. Any
phones that are brought to school will be sent to the school office and kept there until the end of

the day.

7.3 Staff should not use personal devices such as mobile phones or cameras to take photos or

videos of pupils and will only use work-provided equipment for this purpose.

7.4 Staff are not permitted to use their own personal phones or devices for contacting children,

young people and their families within or outside of the setting in a professional capacity.

7.5 Staff are only allowed to use their mobile phone in the staff room or office when children are in

school.

7.6 Personal data will be recorded, processed, transferred and made available according to the
Data Protection Act 2018.

8. Policy decisions

8.1 The school will maintain a current record of all staff and pupils who are granted access to the
school’s electronic communications. All staff must read and sign the ‘acceptable use of IT policy’

before using any school IT resource.
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8.2 Parents/carers will be asked to sign and return a consent form for pupil access. Parents will be
informed that pupils will be provided with supervised Internet access. Online safety rules will also

be displayed clearly in all classrooms.

8.3 Methods to identify, assess and minimise risks will be reviewed regularly. The school will take
all reasonable precautions to ensure that users access only appropriate material. However, due to
the global and connected nature of Internet content, it is not possible to guarantee that access to
unsuitable material will never occur via a school computer. Neither the school nor the broadband
provider can accept liability for the material accessed, or any consequences resulting from Internet

use.

8.4 The online safety leader will record all reported incidents and actions taken in the online safety
incident log and in any other relevant areas. For example, anti-bullying or safeguarding
chronology.

8.5 The school will inform parents/carers of any incidents of concerns as and when required.

8.6 The school will manage online safety incidents in accordance with the behaviour policy where

appropriate.
8.7 Complaints of Internet misuse will be dealt with under the complaints procedure.

8.8 Any complaint about staff misuse must be referred to the headteacher. Any issues (including
sanctions) will be dealt with according to the data protection, disciplinary and child protection
procedures. All online safety complaints and incidents will be recorded by the school and in the
knowledge of the SHINE data protection officer— including any actions taken.

9. Online bullying

9.1 While online bullying is likely to be low level in primary schools the age of pupils making
proficient use of technology is ever decreasing. Therefore, the opportunities for pupils to bully or
be bullied via technology, such as e-mail, texts or MSN, are becoming more frequent. As such,
teaching pupils about appropriate behaviours when using technology provides a vital grounding for
future use. Whilst not wanting to provoke unrecognised opportunities in pupils, consideration must

be given to suitable teaching and procedures to address any issues of online bullying.

9.2 All incidents of online bullying reported to the school will be recorded. Online bullying (along
with all forms of bullying) will not be tolerated in school. Full details are set out in the school’s
policy on anti-bullying. Complaints of online bullying will be dealt with by the designated

safeguarding leads or the specialist teaching and learning assistant. parents and pupils will need
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to work in partnership with staff to resolve issues. Any complaint about staff misuse must be

referred to the headteacher.

10. Radicalisation and extremism online

10.1 We recognise that children / young people can be enticed into radicalisation as they are more
vulnerable and susceptible to this. They therefore can be drawn into violence or they can be
exposed to the messages of extremist groups by many means especially on line and through
social media. The school recognise that social media is increasingly a child’s or young person

preferred method of communication which can increase their risk to exposure to radicalisation.

10.2 We will try and help our pupils to keep safe on line and consider the impact of social media
networking sites with additional consideration to the threat of exposure to extremism and
radicalisation. We are aware of the increased risk of online radicalisation and how terrorist groups

seek to radicalise young people on line.

10.3 We will treat any worry or concern that a child or young person in the school may be exposed
to possible extremism, extremist ideology and or radicalisation as a Prevent concern. We will use
the guidance and assessment as prescribed by SHINE.

11. Indecent images

11.1 We recognise that this is an increasing safeguarding concern which requires a robust
response. We will seek advice from agencies and professionals acknowledging that there are both
national and local guidance that we need to adhere to in order to tackle the concerns and work in

partnership with our agencies.
11.2 We will refer to:

e SHINE’s child protection and safeguarding policy https://www.shine-mat.com/pupil-welfare/

Derby and Derbyshire safeguarding children partnership

e https://derbyshirescbhs.proceduresonline.com/index.htm

e http://www.workingtogetheronline.co.uk/

e The DfE guidance 2018 on Searching Screening and Confiscation Advice

e https://assets.publishing.service.gov.uk/government
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12 Communicating the policy

12.1 Online safety rules will be displayed in all classrooms and discussed with the pupils at the
start of each year. Specific lessons will be taught by class teachers and the school will provide
opportunities within a range of curriculum areas to teach online safety. Pupils will also be involved
in the annual ‘Safer Internet Day’ which takes place in February. Members of the school council

will look through this policy and recommend any necessary amendments.
12.2 To protect all staff and pupils, the school will implement acceptable use policies.

12.3 Staff should be aware that Internet traffic can be monitored and traced to the individual user.
Discretion and professional conduct is essential. Staff training in safe and responsible Internet use
both professionally and personally will be provided every two years with a reminder during the
safeguarding update every year. All staff are made aware of individual responsibilities relating to
the safeguarding of children within the context of online safety and know what to do in the event of
misuse of technology by any member of the school community. All staff will be given a copy of this
policy.

12.4 Parents/carers’ attention will be drawn to the importance of online through newsletters home,
the school website, the school Facebook page, internet safety assembly and information home.
Guidance for parents on online safety will be made available to parents in a variety of formats.
Parents/carers will be asked to sign permission slips about the children’s use of the Internet,

filtering and their child’s name, photo and work being used on the school website.

12.4 The school website contains useful information and links to sites like Thinkuknow, CEOP and
the CBBC Web Stay safe page.

12.5 We will make this policy available to our parents/carers, to our local community. This Policy

will also be made available on the school website.
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